3.2. Design-Related SMA Processes
3.21 Material Allowables

The X-34 vehideislargely acomposite materia congtruction. Three composite vendors
support the program: 1) Vermont Composites (fusdage), 2) Aurora Hight Sciences (wing),
and 3) R-Cubed (control surfaces). NASA Report 4078, “ Composite Spacecraft Structural
Design Guide” was employed by the X-34 design team.

Thetraditiond “A-basis’ dlowable criteria requires that 99% of the specimensin a production
lot (or from a stable and controlled process) exceed the structura performance A-bags limit.
This requirement must be demonsrated through a statistical sampling procedure necessary to
achieve a95% leve of confidence. Mogt aerospace metdlic structura components (such as
7000 series duminum) are well-characterized and A-basis vaues are available, and can be
found in Mil Handbook 5F. In the case of composite materia where not as much gatistical
dataisavailable, “B-bass’ criteriaare employed. B-basis performance criteriaare defined in
terms of the performance level that 90% of the specimens will exceed, demongtrated with a
95% level of confidence. The X-34 uses A-bass dlowablesfor dl metalic components and B-
bass dlowablesfor al composite components.

3.2.2 Design Factorsof Safety

Desgn limit load isthe predicted worst case ground, flight, or recovery load including al
uncertainties, specificdly, variance in thermd, pressure, and flight loads. Design limitis
determined by a 3-sgma high case derived from a Monte Carlo smulation of flight trgectories.
Designyield load is design limit multiplied by yidd factor of safety. Design ultimate load is
design limit multiplied by ultimete factor of safety.

Yidd (or 1¥ ply failure for composites) Safety Factor = 1.25
Ultimate Safety Factor = 1.5

Structura acceptance tests are conducted to design limit level. Protoflight testing is conducted
to desgnyidd level. Thesetests are repesated to Limit Levelsto insure that the structure has
not been damaged.

3.2.3 Computer Aided Design (CAD)

The X-34 program uses the “Ideas Master Series’ software for CAD. This design-tool
developed by Structurd Dynamics Research Corporation, provides full 3D modeling capability
used for interference checking, and library storage of parts and assemblies. The system is
accessblefor dl users. The system dlows one-user modification of parts and notification of
part and assembly changes. Ideas incorporates an integrated finite e ement stress andysis
capability including composite laminate andyss. OSC employs thistool asadesign



environment and communication tool with vendors but stops short of the “paperless desgn”
concept. Printed drawings are dill used asthe “design releass” medium for al manufacturing
activity. Asdiscussed in other sections of this document, concurrent engineering isimplemented
ininformal meetings aswdl as forma subsystem reviews.

3.24 FailureModes, Effect & Criticality Analysis(FMECA) Process/ FMEA

The conventiond purpose of doing a Failure Mode Effects and Criticdity Anaysis (FMECA) is
to assist and support the iteration of hardware and software design activity. After thedesignis
basdlined, the purpose of the FMECA and its derivative, the CIL, isto serve asatool to ad
program management in understanding and managing the risks inherent in the desgn and to
document parameters which will assist in manufacturing process control, assembling interfaces,
flight system operations, software development, and the test and evaluation of Government-
Furnished- Equipment. The FMECA is not generated as a ddliverable to the Government
program office but is used by Orbital Science Corporation as an information tool to support the
decisions made by the design, development, test , and evauation, and operation teams. The
CIL isnot generated for this program because the X-34 isasngle sring design for dl aress
except the Hight Termination System (FTS). The following table provides a synopsis of the
current status of FMECA development on the X-34 program.

Main Propulson System: 95% complete

Hydraulics 90% complete

Hight Termination System: 70% complete

Avionics 50% complete

Structures: FMECA performed as part of the design and not formaly
documented

The FMECA is aso employed (along with Hazard Andysis and Fault Tree Andlysis) in
developing the integrated (ground & flight) safety analyses contained in the ARAR Accident
Risk Assessment Report.

3.25 Test and Verification

The X-34 desgn is verified by a series of maerid qudification tests at the laminate leve to
verification and proto-flight tests a the assembly level. Qudlity is assured & al levels of
fabrication including certification of fiber properties, lot and batch testing of pre-preg materid
and witness coupon testing for each laminate cured. Acceptance tests are conducted for all
components and assemblies. Figure 3.9 shows atypica design/test and verification process.
Each structurd dement istracked and indexed by load case and critical failure mode. For each
element the verification method (analys's, handbook data, coupon test, eement test, protoflight
test) isidentified dong with gpplicable testing protocol definition. The flow diagram in Figure
3.10 showsthe multi-leve tegting gpproach employed on the X-34 program for the case of a
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compogte structural €lement, beginning at the fiber level and progressing to integrated structure
tedting.



Figure 3.9

Structure Verification Matrix Example : Wing

Test and Veification Process

Element Sub-Element Load Case Failure Mode Verification Method Test Identification
Spar Upper Cap Pull-Up. Landing Compression A CT PT MOT-1. WST-1.-2 A= Analysis
K i | Tension A CT PT MQT:-2 WST:-1.-2 HD = Handbook Data
eb Pull-Up, Landing In-Plane Shear A CT PT MOT-3, WST-1.-2 CT = Coupon Test
eb Core Pull-Up_ 1 anding Core Shear, Core Bon Al HD ET1 PT HCS-1.-2.-3 ET = Element Test
Spar Skin Pull-Up, Landing Buckling A PT WST-1,-2 AT = Comp. Acceptance Test
PT = Comp. Protoflight Test
Skin Upper Skin Pull-Up Compression A CT PT MQT-1,-2,-3, WST-1 QT = Comp. Qualification Test
Pull-Up Buckling A PT WST-1 VT = Vehicle Test
Max Torsion Shear A CT PT WST-4
Transonic Max_Lift Normal Pressure A CT PT MQT-1,-2,-3, WST-1 MQT = Materials Qualification Te
Up Skin Core Pull-Up, Max Lift Core Shear, Core Bondl A | HD ET HCS-1.-2.-3 HCS = Honeycomb Sandwich P:
Lower Skin Pull-Up Tension A CT PT MQT-1,-2,-3, WST-1 IPT =Insert Pull Test
2.5 psi Venting Normal Pressure A CT PT MOT-1.-2.-3, WST-1 AJT = Adhesive Joint Test
N i |Core Shear_Core Bondl A | HD ET HCS:-1.:2.-3 BJT = Bolted Joint Test
Main Gear Door 2.5 psi Venting Normal Pressure A CT PT MQT-1,-2,-3, WST-1 AWT = Aluminum Weld Test
WST = Wing Static Test
Ribs Gear Rib Main Gear Loads Bearing, In-Plane Shea] A CT| ET| PT MQT-3, BJT-1, WST-2 FST = Fuselage Static Test
Gear Door Hinge LoaddBearing. Bending A ET BJT-1.-2 TST = Tank Static Test
IActuator Rib Elevon Actuator Loads |Bearing, In-Plane Shea] A CT] ET| PT MQT-3, BJT-1, WST-3 CST = Control Surface Test
CSM = Control Surface Motion T
Leading Edge Slant Surface Max Stag. Pressure Normal Pressure (Push) A CT MQT-4 SLT = Structure Static Loads T¢
Tile Pull Test Normal Pressure (Pull)| A CT MQT-4 CCT = Captive Carry Test
Spar to Skin Pull-Up, Max Sub Lift |Peel, Shear A ET| PT AJT-1,-2,-3, WST-1
Spar Web to Spal Pull-Up, Max Sub Lift |Peel, Shear A ET| PT AJT-1,-2,-3, WST-1
Rib to Skin Landing, Max Sub Lift |Peel, Shear A ET| PT AJT-1,-2,-3, WST-2
Spar to Rib All Peel, Shear, Twist A ET| PT AJT-1,-2,-3, WST-1,-2,-3
ing Skin to Pull-Up, Landing Shear, Bending A ET VT |BJT-1,-2, SLT-1
Elevon to Spar Max Deflection (+/-) Shear, Bending A CT PT MQT-3,-4, WST-3
Test Sequence Test ID Title Test Sequence  Test ID Title Test Sequence Test ID Title
Materials MQT-1 Compression Allowable Insert Pull IPT-1  Pull-Out Adhesive Joint AJT-1  Peel Strength
Qualification MQT-2 Tension Allowable IPT-2  Shear Out AJT-2  Lap Shear Strength
MQT-3 In-Plane Shear Allowable AJT-3  Bending / Peel Strength
MQT-4 Flex Strength Allowable Bolted Joint BJT-1  Pin Bearing Strength
BJT-2  Bolt Pull-Out Wing Static WST-1 Pull-Up Load Case
Honeycomb HCS-1 Long Beam Flex BJT-3  Slotted Joint Shear WST-2 Landing Load Case
Sandwich HCS-2 Core Flatwise Tension BJT-4  Open Hole Compression WST-3 Elevon Load Case
Panel HCS-3 Core/Face Peel WST-4 Max Torsion Load



Figure 3.10 Dedign Veificaion

Design Verification

Material Design Structure
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3.2.6 Non-Destructive Evaluation (NDE)

NDE activitiesinclude use of audible “tap testing” and ultrasound on al composite materias
induding the RP-1 fuel tank. X-ray isaso used to look for voids in composite fuseage pandls.
Traditiond dye-penetrant inspection and X-ray techniques are used for al welded duminum
structures, such asthe LOX tank.

3.2.7 Software Design and Verification

The philosophica approach to X-34 software development is to develop avery smple set of
software modules to control the vehicle during discrete modes of operation. This software is
amogt entirdly of flight proven heritage from the Space Shuttle, Pegasus, and Taurus programs.
Software is designed and managed by two separate groups. The guidance, navigation and
control (GN& C) team isresponsble for al navigation and stability control software. The
avionicsteam handles al non- GN& C-related software.

The X-34 does not employ any specific Mil-Standard or NASA Standard related to software
development or independent verification and vaidation (IV&V). The X-34 program does not
have a separate group under contract to provide software IV&V, (nor did the contract include
funding for software IV&V.) However it isimportant to note that much of the X-34 software
has a heritage which involved extensive V&V, namely the Pegasus and Space Shuttle
programs. There-entry and landing is 100% Shuttle heritage. In the case of software under
development by Draper Labs, OSC will, in-effect, verify the software through extensive
integrated hardware/software testing . 1t should aso be noted that traditiona IV&V involves
testing at the sub-routine leve (“to break the code’) and at each successive level of software
integration. OSC is not testing down at the sub-routine level but rather focusing on the fiddlity of
higher level code.



3.2.8 Program Reviews and Action Response Process

Program Reviews

In concert with the “ Better/Faster/Chegper” program devel opment concept, OSC has
established afocused program review process tailored to the needs and requirements of the X-
34 program. This gpproach provides for aminima or reduced set of formalized reviews
comprised of the following:

- System Requirements Review
- Outer Mold Line Freeze

- System Desgn Freeze

- Sysem Verification Review

- Pre-Ship Review

- Pre-Launch Review(s)

The meeting that essentidly  kicked-off the X-34 program was the System Requirements
Review (SRR) conducted in September 1996. The primary objective of this review was to
edtablish system requirements to alevel sufficient to dlow adesignto be formulated and
provide the Government with the indght necessary to ascertain the adequacy of the contractor's
effortsin defining and dlocating the system requirements. To this end the SRR defined system
characterigtics, identified configuration items, and established the system dlocated design
basdine.

An Outer Mold Line (OML) Freeze was completed in December 1996. The purpose of this
review was to assure that the development of the vehicle aerodynamic configuration was
aufficiently mature to alow detailed design of long lead items and condruction of wind tunnel
modelsto proceed with minima risk. The OML Freeze did not represent a detailed systems
design review.

A System Design Freeze (SDF) was conducted in May 1997. The scope of this review
included a detailed status review of dl system/subsystem designs, schedule performance, and all
Interface Control Documents (ICD) and specifications. The SDF dso reviewed the status of all
action items generated at the System Requirements and OML Reviews.
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Formal reviews yet to be completed are the System Verification Review, Pre-Ship Review and
the set of pre-launch reviews which, as currently proposed, would consist of the following to be
conducted prior to each flight:

- Hight Safety Review (L-2 to L-4 weeks)
- findize WSMR Hight Safety Operationd Plan
- flight sefety oriented
- Misson Readiness Review (TBD)
- Vehicle preparedness
- mission success oriented
- Hight Readiness Review (L-1day)
- Range preparedness

Action Response Process

Asanintegra part of dl formd reviews, an action item identification and response process was
established and implemented. This processis principaly implemented through the use of the
Review Action Recommendeation (RAR) document. This document contains the following
eements

- Originator (any participant i.e. Government, academic, industry, etc., who is
involved in the particular review)

- Destription of issue

- Principd OSC response individud or actionee

- System/subsystem/component of interest

- Recommended action and assgnment criteriai.e. accept, modify, combine,
close, etc.

The stepsto RAR close-out are:

- Responsble Orbital actionee submits RAR status/disposition to X-34 System Engineer
- Closureis accepted/rgjected by Chief Engineer and System Engineer

- Rgected RARs returned to actionee for further action

- Closed RARslogged into dectronic file system

- Copiesof closed RARS sent to MSFC X-34 Chief Engineer

- MSFC X-34 Chief Engineer forwards closed RAR copiesto RAR originators

- Originators may request further action if Orbital response was not satisfactory
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3.3  Manufacturing and Production-Related SM A Processes

331 Parts Alert System and Government Industry Data Exchange Program
(GIDEP)

OSC is a participating member of the GIDEP. Thisincludes representation from the Dulles,
Virginia, Germantown, Maryland., Chandler, Arizona., and Pomona, Cdlifornia facilities. In
generd, the OSC participation encompasses al aspects that could have impact or potentia
impact on OSC flight hardware i.e. review derts, problem advisories, product change notices,
manufacturing sources, and safe derts.

OSC uses a cross-business-unit team (of three or four people) to examine GIDEP aderts for
impact on ongoing programs. This matrixed functiona processis congstent with the
“Better/Faster/Cheaper” paradigm. Vendor surveys are conducted as required on parts
providers.

The GIDEP review process includes a search of the manufacturing databases and traceability
databases to determine if there is any match between the suspect parts covered in the GIDEP
document and parts used in flight hardware. If a match does exi<t, then the Hight Assurance
Manager (FAM) of the impacted program isimmediately notified, along with the parts engineer,
and appropriate actions are taken. These actions may include, but are not necessarily limited to,
the fallowing:

remove suspect parts from stockroom stores and/or kits and assemblies

in process, or remove from flight hardware.

- partsremoved may then be either scrapped, re-screened or re-tested depending on the
nature of the alert. Lot sample tests or additiond destructive tests may aso be
performed.

- sugpect parts may be replaced with dternative parts or parts from adifferent
manufacturer.

- originator of the GIDEP Alert or the manufacturer of the suspect parts may be
contacted for additiond information

- other OSC Divisions and OSC subcontractors may be notified for possible impact on

ther flight hardware.

In addition to acting on information received through the GIDEP system, OSC <o reports
through the GIDEP system any sgnificant parts problems experienced at OSC or any of its
subcontractors. The requirement to establish and implement a GIDEP review is dso flowed
down to OSC's subcontractors. This flowdown requirement derives primarily from the
technical directive document TD-0211 “ Standard EEE Parts Plan for Hight Hardware” which
requires dl subcontractors to have a GIDEP review system in place, and to report any impact
on flight hardware to OSC and to take appropriate corrective action as required.



3.3.2 Quality Assurance & Supply Chain M anagement Process

Performance Assurance Implementation Plan (PAIP)

The PAIP describes the flight assurance functions to be accomplished by OSC for the X-34
test-bed vehicle system. The X-34 test-bed vehicle system comprises the X- 34 test-bed
vehicle and the carrier aircraft. The objective of the flight assurance function isto assure ahigh
probability of mission success by applying proven techniques to each of the flight assurance
tasks. The PAIP specifies the gpplication and implementation of OSC in-house policies and
procedures associated with safety, reliability, maintainability, parts, materials and processes,
quaity assurance, metrology, configuration management, and software assurance.

Quadlity Assurance

OSC Qudity Assurance (QA) provides production support by resolving issues with contractua
quality requirements. QA monitors the prime contractors manufacturing workmanship
gtandards to verify that selected fabrication processes such as welding, soldering, bonding, etc.,
meet specification. At the receiving and ingpection point OSC QA reviews documentation,
ingpects and tests items, identifies and controls non-conforming items, and protects accepted
items. QA provides support to other contract administration functions including:

- production support

- design review support

- assessment of design review processes

- engineering design changes review

- contract waiver and deviation review

- verification that documentation updates are accurate

Supply Chain Management

Increased emphasisis being placed on process verification and eva uaing and measuring
products to determine conformance to specifications. OSC is conducting pre and post award
reviews to determine if suppliers are capable of satisfying quality requirements. Assuch OSC's
supplier quality assurance program isamajor contributor to the contractor procurement source
review. All OSC prime suppliers are required to meet either Mil-Q 9858 (in the case of parts
providers Mil-1 45208) or 1SO 9001standards. Each contractor or parts supplier must operate
under a Quality Assurance plan approved by OSC. OSC conducts an audit and spot checks
on al hardware vendors. OSC provides each supplier with a specification, a stlatement of work
and drawings. OSC relies on their prime contractors to conduct audits on sub-contractors and
third tier vendors. If a subcontractor requires a deviation or waiver, the concern is submitted to
the Configuration Control Board for review and digposition



| SO-Cetification

The current contract with NASA does not require OSC to be 1SO 9000- certified. However,
the Advanced Projects Group, which manages the X-34 program, receives consderable matrix
support from two other OSC organizations. 1) the Space Systems Group (SSG),
headquartered in Germantown, Maryland, currently in the 1SO-certification process, and 2)
the 1SO-certified Launch Systems Group (LSG), headquartered in Chandler, Arizona. The
SSG a0 provides dl of the cdibration services which include documented and controlled
measurement standards and arecall system to ensure that al standards and measurement
equipment are recdibrated at periodic intervas which directly supports assembly of the X-34
vehicdle a the APG assambly fadility in Dulles, Virginia



3.4 Operational Safety (System Safety & Range Safety) Processes
34.1 Requirements

Asdiscussed in Section 2.0, OSC will implement the basdline flight test program from the White
Sands Missile Range/Holloman Air Force Base (HAFB) complex near Las Cruces, New
Mexico. All operationswill be conducted over the WSMR. The OSC Flight Assurance
manager is regponsble for coordinating or orchestrating the ground and flight safety activities
related to the X-34 vehicle.

X-34 flight operations are governed by the WSMR Base Commander and the nationd range
universal documentation system. The Range Safety Process is under the control and direction
of the Base Commander. The Range Safety Office is responsible for dl issuesregarding Flight
Termination System (FTS) design reliability and redundancy, as well as FT'S command-destruct
and communication system security.

Sysem Safety & Range Safety  Reguirements

- X-34 Accident Risk Assessment Report (ARAR), (TD-9110, Rev X2.), contains
technicd information concerning hazardous and safety critica equipment, systems, and
materias used in the X-34. Thisdocument is prepared for WSMR Range Safety and
HAFB Safety to Review, and will be submitted to WSMR Range Safety and HAFB
Safety prior to hardware shipment.

- The ARAR will providein detall the L-1011/ X-34 hazards.

- The Hight Termination System Report, (TD-9111), provides adetailed flight termination
system description, hardware, and test reports.

OSC System Safety Requirements

- Hight sysems shdl satidfy dl negotiated range safety requirements associated with
WSMR, HAFB and FAA as required in the following documents.
- X-34 Desgn Safety Requirements Document, X60023
- X-34 Safety Requirements for Ground Operations, X60024

- Flight systems shdl be two fault tolerant to any catastrophic event

- No single credible failure or operator error during ground operations shal result in
sgnificant personnd Injury or damage to flight hardware.

- X-34 vehicle shdl be safe to jettison from L-1011.

- A function whose inadvertent operation could result in a catastrophic event must be
controlled by aminimum of three inhibits, whenever the potentid exigs. At least two of
the three required inhibits are monitored.



Hazard Andyss Ground Rules

For purposes of the Hazard Analysis, the carrier aircraft is considered part of the X-34 flight
sysem.
A catastrophic event is defined as either:

- catastrophic damage to carrier arcraft or ground facilities, or

- personnd death.

Catastrophic Damage to the carrier aircraft or ground facility is defined as damage that results
intota loss of flight worthiness of the carrier aircraft or mgor facility damage. credible fallureis

acondition that can occur and is reasonably likely to occur. Failures of structure, pressure

vesses, and pressurized lines and fittings are not credible if they comply with gppropriate design

margins of safety.
3.4.2 Ground Operations

X-34 pre-flight ground operations take place & HAFB. HAFB provides necessary ground
support equipment and implements the OSC ground safety program contained in “ Safety

Requirements for Ground Operations’ X60024, The loading of both liquid oxygen and RP-1is

carried out by WSTF personnel. The NASA White Sands Test Facility, operating under an
OSC task agreement, provides LOX safety support.

3.4.3 Captive-Carry Operations

Captive-carry is the term used to describe the mated L-1011/X-34 vehicle. This aerospace
flight sysem must be certificated by the Federd Aviation Adminigration (FAA) asan
experimentd arcraft and must demonstrate compliance with applicable Federd Aviation
Regulations (FAR's). OSC has retained the services of Marshal Aerospace Ltd. to perform
the necessary work to acquire FAA certification. OSC has established atask agreement with
NASA Dryden Flight Research Center to conduct the flight testing necessary to demondirate
compliance with FAA requirements.

L-1011/X-34 Aerodynamic Separation Anayss and Veification

Separation Modeling

L-1011/X-34 separation andyses have been completed for the firgt flight scenario involving
drop of the unfueled -unpowered 18,000 Ib. vehicle. Andysisand testing continuesin
preparation for the fueled- powered flight scenarios.
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The datic vertical margin is 17 inches between the X-34 rudder tip and aft end of the L-1011
fin box. The dtatic horizontad margin between the X-34 rudder and the L-1011 fin box isfour
inches. Anadyses by Nielsen Engineering and Research (NEAR), Palo Alto, Cdifornia,
provided guidance for sdecting the optima drop condition which gives the most clearance
margin. OSC conducted independent analyses which verified (and extended) the NEAR
assessment. The NEAR aerodynamic model developed for the jettison of munitions (“ stores
modd”) has been used successfully to modd the drop of the Pegasus air-launched expendable
launch vehidle

X-34 Rall Mitigation & Drop

The X-34 roll autopilot is being used a the time of drop so asto avoid sde

impect of the rudder given the limited clearance available. Smulaionsindicate thet dl latera
(datic latera clearance minimum is 4 inches) impact cases are avoided with the use of the X-34
roll autopilot. Limited impact cases may exist for aroll autopilot failure, however the impact
forces caculated would not cause damage to the L-1011

fin box.

Wind Tunnd Tedting

A separation wind tunndl test is scheduled for July 27, 1998 in the Cdspan (formerly the
Cornell Aeronautics Laboratory) transonic wind tunnel located in Buffalo, New York. 1/30th
scale L-1011 and X-34 vehicle modd s will be tested to determine the captive carry and close
proximity flow fidd. The datawill be used to run further smulations and build confidence in the
nomina separation conditions and drop envelope. Wind tunnd data for control surface
deflections corresponding to multiple failures will be gathered to estimate impact forces. At this
time the system is two fault tolerant to a control surface hardover at the time of drop. Multiple
falures or "non-credible " control surface hardovers are only being given limited evauation snce
the probability of their occurrenceisvery smal. NASA Langley Research Center isasssting in
test scenario definition, testing and data reduction.

X-34 Propdlant and Oxidizer Sosh Mitigation and Anayss

In discussions during the on-Site review questions were raised concerning the influence of
doshing partid-fud-load forces on L-1011/X-34 separation margins. All tanks incorporate
dosh baffles to minimize the amount of dash during flight operations.

No scenarios currently exist in which the X-34 hasa partidly full RP-1 tank during captive
cary operaions. Mantaining afull RP-1 tank is also arequirement for (non-launch) point to
point transportation across U.S. In the case of liquid oxygen (LOX), amaximum boil-off of 6%
isalowed. At the time of drop, the LOX tankswill be between 94 and 100% full. Therefore
LOX doshing could occur if the L-1011/X-34 flight system is accd erating (climbing,

descending turning). Current flight rules require the flight system to be stable for gpproximeately



10 minutes prior to drop, imposing no acceleration on propellant or oxidizer. Follow-on
discussions with OSC indicate that dosh could possibly be afactor in an emergency jettison
scenario where the flight system is not trimmed and stable. It is recommended that OSC
consider the emergency release scenario where the L10-11 is maneuvering and LOX boil off
has created a 94% LOX |oad and associated 5osh to assure that forces associated with
doshing will not influence separation margins.

Safety Hazard Andlyss

During the basdine flight test program, al failure modes of the L-1011/X-34 vehicle will be
contained within the bounds of the WSMR. It isimportant to note that any potentia operations
from the Eastern Range (OPTF) will require consderation of complex abort scenarios which
will require over-flight of populated aress.

In addition to the flight assurance gained through FAA certification, OSC hasin-place a
corporate leve flight system safety directive, which identifies and evauates safety hazards to the
flight crew and technical staff on board to OSC L-1011. These andyses are contained in the
ARAR. Deveopment of this document involves development of Failure Modes and Effects
Anayss (FMEA), Fault Tree Andlyss, and Hazards Andlyss.  Selected ARAR examples
follow:

Premature Engine Ignition While In Captive Carry

Hazard
- Engineignition while atached to the L-1011 will cause catastrophic damage and loss
of life

Control Features

- 2 utility controller inhibits : bregkwire and firing Fed Effect Tranasor (FET)

- 3 monitored inhibits in the Hight Termination Logic Unit (FTLU), breskwire-
dependent, with a2.5 second time delay for safe separation distance.

Verificaion

- functiond testing

- FTLU and utility controller inhibits are monitored by Launch Panel Operator (LPO)

Premature Engine Ignition After Release Prior To Safe Separation Distance

Hazard

- X-34 engine ignition prior to safe separation distance from the L-1011 will
cause catastrophic damage

Control Features

- FTLU hasa 2.5 second time delay for safe separation distance prior to enabling
engine ignition rlay
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- Hight computer needs to sense breskwire prior to sarting flight portion of
Mission Data Load

- Inertid Navigation System (INS) velocity and attitude must be within proper
limits

Veification

- Functiond testing

- FTLU and utility controller inhibits are monitored by LPO prior to release

Parachute Deployment While In Captive Carry

Hazard

- Parachute deployment while in captive carry could result in L-1011 damage or
loss of control

Control Features

- Desgnisinherently safe. Capture pin must be engaged for chute to be
structuraly coupled to X-34. Capture pin is not engaged during captive carry

- Hight computer and utility controller inhibits

Verification

- System functiond testing

- Hight computer breskwires and utility controller inhibits monitored by LPO and
ground controllers.

Landing Gear Deployment While In Captive Carry

Hazard

- Landing gear deployment while in captive carry could result in L-1011 loss of
control and prohibits safe separation of X-34. L-1011 can not safely land with
X-34 landing gear deployed

Control Features

- Hight computer and utility controller inhibits

- Launch pandl operator (located on L-1011): hydraulic isolation valve isolates
the X-34 landing gear from the hydraulic system

Verificaion

- System functiond testing

- Hight computer breskwires and utility controller inhibits monitored by LPO and
ground

These examples have been specificaly sdlected to highlight the captive-carry and separation risk
issues raised in discussons during the on-gte review mesting.

3.4.4 Flight Operations

WSMR Range Safety Management Documentation




The principd WSMR range safety requirements document is“NROCE-991-001 Rev. 1, Flight
Termination System (FTS) Requirements Document For The X-34 Technology Test Bed
Vehicle” Thisdocument, tailored from Range Commanders Council (RCC) 319-92, setsforth
the WSMR Range Safety requirements for the X-34 technology test bed vehicle FTS. It
outlines the requirements for establishing design criteria, testing, and data submittals. It dso
prescribes the procedures for FTS flight test gpprova, approvas of subsequent modifications,
and defines the operationd authorities and responsibilities. The Safety Engineering Branch
(STEWS-NRO-CE), Operations Control Divison, National Range Operations Directorate,
WSMR , isthe range e ement responsible for resolving problems associated with design, usag,e
and test of the FTS at the missle test range.

The identified policies, requirements, and procedures are binding upon the X-34 test program at
WSMR, unless specificaly amended or waived, in writing, by the Commanding Generd of
WSMR, or his duly authorized representative. The X-34 Program Office, or its duly authorized
contractors, are responsble for fulfilling the requirements specified . The compliance with this
document does not guarantee the acceptance of the X-34 FTS at other ranges.

Range FTS Approva Process

The Range FTS approva process is a five-phase approach in which (1) the program
requirements are identified, (2) an FTS concept is derived which meets program and range
safety requirements, (3) afind FTS design is made which functions as per the concept, (4) the
design is qudified for use through a series of design verification tetsand (5) the FTSis
goproved for use a the Range following the approvd of dl operationd, test, and checkout
procedures.

FTS gpprova must be obtained 60 days prior to the sart of flight test operations. This
approvd will be granted following satisfactory fulfillment of the requirements specified herein.
Satisfactory performance in these requirements is determined by the WSMR Safety Engineering
Branch, (NRO-CE), Participation by this organization during al phases of the concept, design,
gpprova, qudification testing, pre-test, vehicle build, ground pre test and flight test is required.
Leve of Range participation in these activities will be determined by the Range . After gpprovd,
continued coordination must be maintained to ensure that any modifications still result in an
approved FTSfor use a the Range.

Thefollowing isasummary of the requirements that the X-34 will have to meet prior to gaining
approvd:

FTS Reliability

The overd| FTS rdiability must be demondrated. The overdl system rediability of the FTS shdll
be 0.999 at 95% confidence level. FTSrdiability may be demonstrated by meeting the
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following four requirements:

- Desgning the FTSto be fault tolerant.

- Performing Range approved qualification, acceptance, certification, and pre-misson
testing.

- Maintaining stringent quality control as required by MIL-STD-973, Configuration
Management, 24 Nov 93, reference 2.2h, or other acceptable quality control
specification agreegble to the Ranges.

- Performing areliability prediction on the FTS to show the 0.999 probability ismet. The
mission time used in the rdigbility predictions shal include aminimum of 150% of the
predicted flight time and shal be verified by andyss in accordance with the Parts Stress
Andyssof MIL-HDBK-217E, Reliability Prediction of Electronic Equipment,
reference 2.3, using the gpplicable environmentd factor.

Hight Termination System Report (FTSR)

To obtain find FTS approva by the Range, and prior to the first vehicle flight, the user must
provide afind FTSR tha contains the following data items:

- A detalled narrative decription of the FTS;

- Ddaled FTS schematics and wiring diagrams,
- FTS component specifications;

- QA procedures and reliability documentation;
- Antenna patterns,

- Link Andyses,

- Batery Load Anadyses,

- Environmentd Anayses,

- Bent-Fin Andyses,

- FMECA,

- Qudification test plang/procedures/reports,

- Acceptance test plans/procedures/reports,

- Falure analyses reports (if applicable);

- Cetification test procedures/reports;

- FTSassambly and checkout procedures,

- Modifications (if gpplicable);

- Waivers granted (if gpplicable).

FTS Desgn Configuration

The FTS shdl be redundant to the maximum extent possible, and shdl include the following
components Dud UHF flight termination recaivers (FTRS), FTS antennas and coupler,
independent, redundant FT'S battery power system, redundant independent Hight Termination

Logic Units (FTLU), appropriate end items, circuitry intercomecting these components, and the
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control/monitoring circuitry and equipment.

- Independence. The FTS shall be independent of dl other vehicle systems except
where agreed upon by the Range.

- Accesshility. The FTScircuitry shal be configured to be field testable requiring
minimum dissssambly. Design should accommodate easy replacement of FT'S compo-
nents where such is likely to be required.

X-34 FTS Paformance Characteristics

The FTS must be able to be activated by:

- A commanded sgnd which engages a prescribed sequence of modulating Inter-Range
Instrumentation Group (IRIG) tones.
- TheFTSAction 1, mug result in shutdown of the vehicle main propulsion unit.
- TheFTSAction 2, mugt result in placing the vehicle into an ungtable attitude which
produce zero lift, zero yaw, and zero thrust.
- Theseactions, shdl be independent and configured to afford their usage a the discretion
of the Range Safety Officer.

Pre-Hight Readiness Review Process

The following reviews will be conducted prior to each flight:

- Hight Safety Review (L-2 to L-4 weeks)
- Findize WSMR Hight Safety Operationa Plan
- Flight safety oriented

- Misson Readiness Review (schedule TBD)
- Vehicle preparedness
- Mission success oriented

- Hight Readiness Review (L-1day)
- Range preparedness

These reviews are a aub-set of the overdl X-34 program review process described in Section
3.2.8 of thisreport.

Between-Flight Safety Assurance Processes

The integrated vehicle hedth monitoring system, which, together with rgpid software
reprogramming, will make possible the quick turnaround of the X-34 vehicle. Asprevioudy
noted, thisis amgor demongtration god.



The philosophy for accomplishing turnaround vaidation/checkout is to evauate vehicle
performance via tedlemetry information and generate any required Field Discrepancy Reports
(FDR's) based on thisdata. The FDR is used to document troubleshooting, and, in conjunction
with existing procedures, to remove and replace hardware. 1n addition, a visual inspection of
the vehicle externd surfaces, and internd cavities will be performed and discrepancies and
repairs documented in FDR's.

Operations will perform functiond testing at the subsystem leve following vehicle maintenance
and repairs during each turnaround. This functiond testing will be performed asa"Vehide
Verification” test which will use the flight computer to verify the functiondity of each avionics,
hydraulics, pneumatics, and MPS component on the vehicle. In effect, if the avionics system
interfaces with a component, then that interface and the

functiondity of the component is verified. The remainder of the hardware will be serviced on a
periodic basis. The sdection of periodic validation/checkout intervas, will be through
subsystem/hardware andysis results, failure history and the disposition and corrective action
implementation of prior faillures. The X-34 structurd and subsystem ingpection task will be
performed each turnaround or until a damage tolerance has been devel oped to satisfy the
program. The mgor forms of damage considered during theinitia phase of the program are:

- Fatigue/Dynamic load damage

- Environmenta deterioraion or damage
- Accidentd damage

- Thermd Damage or degradation

Software will be vdidated by "hardware in the loop" testing following any
modification to the flight software load.

The FASTRAC engine will be removed after each powered flight. Contamination control
measures to be defined by the MSFC/FASTRAC engine program will be implemented to
protect the main propulson sysem plumbing, vaves and tanks. It is anticipated that a postive
pressure purge method will be employed. NASA WSTF (under atask order agreement with
OSC) will be defining the LOX sarvicing/contamination prevention requirements which would
be implemented between flights. Ingtalation of anew engine will be conducted in accordance
with MSFC/FASTRAC engine program defined requirements.

Payload Safety Review Process

Payload safety is governed by X-34 project documents X60023 and X60024. These
requirements include pre-ship payload safety reviews aswdl asaforma payload hazard
andyss. Thereview board is chaired by the X-34 Hight Assurance manager.

3.4.5 Range Safety Working Group



OSC Hight Assurance Manager and the WSMR Range Safety Officer co-chair thisworking
group. Thisteam conducts weekly telecons and provides aforum to identify, document and
track work items necessary to fulfill range safety requirements. An example from the Range
Safety Working Group Log is shown below.

3.4.6 Emergency Response Planning Process

WSMR and HAFB require that a emergency response plan be developed for al tests. OSC
plan addresses emergency Situation during ground, flight , and test operation. Test coupons of
the composite structure will be burn tested to obtain additiona information concerning hazards
associated with smoke. Thisinformation will be included with the Materia Safety Data Sheets
(MSDS) to represent the greatest hazard chosen and used to represent the entire vehicle.
Training will be provided to WSMR and HAFB crash and fire rescue personne by OSC for
familiarization with X-34 and location of hazardous components. Existing training course for the
L-1011 safety will be conducted by the L-1011 Hight Engineer with safety and emergency
response personnd at HAFB, WSMR, and NASA White Sands Test Facility (WSTF)
following the L-1011 arrivd for thefirgt flight. Contingency procedures will be modified to
include the L-1011 with X-34 attached. L esson learned from the NASA, DC-XA, Clipper
Graham mishgp contributed to the development of this plan.

3.5 FASTRAC Engine - SMA Support

The FASTRAC 60K engineis being designed and built by MSFC and will be provided as GFE
to OSC for the X-34 Program. FASTRAC was conducted in accordance with SO 9001
requirements. Four engines will be built for testing by Stennis; the flight engines will be built and
shipped to OSC. The FASTRAC 60K engine development is being implemented by Product
Development Teams (PDTs) at MSFC. MSFC SMA is supporting the development through
membership onthe PDTs. MSFC SMA prepared a Quality Plan for the FASTRAC engine
which gives the qudity requirements, based on MSFC quality system, for processing and
acceptance of hardware and test verification. Along with the Quality Plan, MSFC SMA
prepared an Inspection and Testing Plan for the FASTRAC engine. This document specifies the
ingpection and test requirements that will be required for the acceptance of FASTRAC Engine
hardware. MSFC SMA prepared a Risk Management Report for the test engine. This report
presents a new concept for combining hazards, failure modes and effects, and criticd itemsinto
asngle document. A separate Risk Management Report has been prepared for the flight
engine and will be updated as required by the engine test program. These risk management
reports have been/will be provided to OSC. MSFC Safety and Quality approve drawings and
documentation for initial release, aswell as changes as CCB members. MSFC SMA has aso
provided safety and qudity inputs to the Engine Hot- Fire/Test Specification development and
will support these tests.

3.6  Main Propulson Syssem (MPS) - SMA Support



MSFC, through atask agreement with OSC, is designing the MPS for the X-34

program. MSFC will design the MPS and provide the drawing/documentation package

to OSC. MSFC SMA will continue to provide the necessary support for thistask. This support
includes quality and safety inputs to the design, review and approva for drawings and
documents, and CCB membership. MSFC has aso prepared a Risk Management Report for
the MPS which combines hazards, failure modes, and critical items into one documen.



4.0 X-34 Safety and Mission Assurance | ssues

41  System Safety

Fight safety issues were discussed at length during the on-Site review. [t can be expected that
continuing, and expanded SMA ingght will be required as the program moves to the optiona
flight test program.

Heritage Software Concerns

It noted that while L-1011/Pegasus heritage supports the development of captive-carry hazards
analyses, and extreme care should be used to avoid over-reliance on this heritage, asthe X-34
represents a new and unique configuration.

Hight Safety During Captive Carry Operations

Questions have been raised concerning L-1011/X-34 catastrophic failure modes including
premature or inadvertent drop during captive carry, post separation collison, and premature
engineignition. OSC and MSFC SMA mus maintain ahigh leve of rigor in documenting
anayses and testing necessary to support development of risk acceptance rationde.

FAA Caetification of L-1011/X-34

Increased indight is required (on the part of NASA) to better understand the processesinvolved
in FAA Caetification of L-1011/X-34. Marshal Aerospace Ltd. isunder contract to OSC to
acquire FAA certification. DFRC is the subcontractor to OSC to manage FAA certification
testing. The NASA FASTRAC engine program is on the critica- path to furnish information
necessary to acquire certification. Difficulties have been encountered over the past Sx monthsin
communicating required datain atimely fashion. 1ssues have aso been raised concerning how
OSC will demongtrate compliance with pressure vessd safety requirements necessary to satisfy
Federd Aviaion Regulations (FARS). OSC isusing Mil Standard 1522 as the standard for X-
34 pressure systems to meet FAA certification requirements, (dthough FAA does not
specificaly require compliance with Mil Standard 1522). OSC has aso indicated concern with
traceability and inaght into the FASTRAC engine development. NASA and OSC managers
must better communicate and coordinate on issues related to FASTRAC safety and mission
assurance.

42  Staffing Levelsfor SMA
The X-34 program Hight Assurance organization is operding a a minimum gaffing leve,
comprised of three full-time professonals. This lean gpproach renders the program potentialy

vulnerable to unexpected events. While viewed as a percentage of the overal X-34 program
et (5%), the SMA gaffing is comparable with larger programs. Thismay be a mideading
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perspective however as implementation of the required SMA task-set requires afinite or
minimum number of professond saff. Therefore, embedded risks exisgtsin the potentid for
compromising SMA process implementation by over-burdening SMA staff. Corporate OSC
resources should be available to bolster, as necessary the SMA (Hight Assurance) functionsin
the X-34 program. NASA MSFC X-34 program management and SMA management should
be vigilant in assuring the effectiveness of SMA process implementation. The OSC Hight
Assurance full-time gtaffing should be expected to increase if the program implements the
optiond flight test program.

4.3  Potential Eastern Range Operations

The X-34 program will face a variety of new and different requirements for operations off the
east coast. For example, the Eastern-Western Range (EWR-127) requires parts tracesbility for
FTS components while the WSMR does not impose this specific requirement. Hardware
changes will be required. The X-34 will have anomind misson trgectory that is completdy
within U.S. military coadtd redtricted areas, however, some East Coast abort siteswill involve
overflight of populated areas. The environmental assessment process and the range safety
hazard andysis will become more complicated (and more contentious). OSC will most certainly
have to increase the X-34 Flight Assurance staff to accommodate the increased work load.
NASA/MSFC SMA management should work to acquire ingght into the advanced planning for
the optiond flight test program operations.

4.4  Baseline X-34 Flight Termination System (FTS)

X-34 Hight Termination Sysem Hardware

OSC has purchased the FTS receiver from Herley-Vega (HV) as recommended by the White
Sands Missile Range (WSMR). HV receivers have been in use & WSMR since 1990. While
this receiver has along record of demongtrated flight success, HV uses commercia
manufacturing practices where parts traceability and documentation is not a standard service.
Note that the absence of parts traceability may represent an issue for the certification of the
HV-FTS on the Eastern Test Range because of EWR 127- 1 requirements for 100% parts
traceshility.

X-34 Hight Termination Process

The X-34 flight termination processinvolvestwo steps. The first FTS up-link command,
“engine cut-off”, closes the engine vaves which shuts down the propulsion sysem. With engine
shutdown the flight computer autonomoudy sends commands to dump remaining fud and
oxidizer. The X-34 continues to operate under autonomousinterna guidance/navigation and
control software and has the opportunity (5 to 8 seconds) to correct the errant trgjectory. If the
vehicle fallsto recover, a“terminate’ command is trangmitted resulting in an “energy disspation
mode’ , wherethereisno net lift, and the vehicle assumes a bdligtic trgectory. Thisis



accomplished by a high pressure helium system which smultaneoudy drives the port elevons
(control surfaces) up, and the starboard elevons down.

45  Flight Termination System Communication Security | ssues

The issue of inadvertent or intentiond interference with FT'S (and/or command and control up-
link) has been raised in recent discussions with the NASA Inspector Generd (IG). Thisissue
relates not only to the X-34, but to other X-vehicles and space flight programs.

The NASA Ingpector Generd (1G) has recommended implementation of ahigh security FTS
command/destruct decoder-initiator system and an equally secure command uplink system.
Tampering, spoofing (jamming or misdirecting) or other intentiond interference with the FTS
could result in destruction of the vehicle during nomind operation or impairment of range
safety’ s ability to terminate flight in the case of an errant ground track.

Secure FTS

Command Receiver Decoder (CRD) receives sgnd, decodes signd, and initiates termination
function. Ground-based Command Transmitter System (CTS) generates, modulates, and
transmitsthe sgnd. Differences between secure and nonsecure systems involve: 1) destruct
command generaioninthe CTSand 2) decoding of the destruct command on-board the
vehicle. The IG indicated that a cost increase on the order of $85K to $120K would be
asociated with implementation of secure system hardware. Additiona costs would be
associated with program compliance with security control and handling requirements.

Range Safety and FTS Responghilities

Acknowledging NASA and OSC' s shared responsibility for assuring public safety, the military
test range Base Commander nonethel ess has ultimate respongbility for any vehicle launched
from hisher facility. The Base Commander delegates range safety respongibilities to the Range
Safety Office which addressesissues reated to:

- Hight Termination System (FTS) hardware design
- FTS software
- Hight hazard and public safety

The X-34 program will need to work with the White Sands Missle Range Safety Office for
operations in New Mexico, and the USAF, 45™ Space Wing, for operations based at Kennedy
Space Center. Range safety requirements for KSC operations are contained in EWR 127-1.
Range safety requirements for WSMR are contained in RCC-319-92, and specid RLV
revison, NROCE-991-001 rev.1, “Hight Termination System (FTS) Requirements Document
for the X-34 Technology Testbed Vehicle”
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Scenario 1: The“Casud Hacker” Threat

Threat Scenario

This scenario presented by the 1G involves an individud using the internet to discover
information concerning the FTS manufacture and design specifications, including default
tone settings. The non-secure FTS receaiver has up to five tones available for

i dentity/authenti cation access necessary to enable command. In redlity only atwo tone
code istypicaly employed.

The Casua Hacker could then acquire ardatively inexpensive (severd hundred dollars)
radio transmitter and associated hardware, (power supply etc.) and be capable of sending
unauthorized commands and/or jamming or spoofing the FTS receiver.

Risk Mitigation

This potentid threat was discussed with OSC avionics and operations Team Leads during
SMA review background technical meetings on May 6 and 7, 1998. The following
mitigation measures (already in place) were identified as more than adequately addressing
the Casua Hacker scenario.

- Range frequency contral officids a WSMR are continualy monitoring dl radio
frequency (RF) transmissonsin and around the WSMR. Any unauthorized
transmission (on any frequency) would immediatdly be identified, located and
addressed by security personnd. Any unauthorized transmission would cause the
range to immediately assume a“Red” (cease operations) status.

- Range flight termination system receivers on the X- 34 vehicle would not be turned
on until the X-34 flight operations manager was ingtructed by the Range Safety
Officer (RSO) to do so. Prior to issuing this clearance the RSO would confirm that
the X-34 vehicle was “ saturated” with RF radiation from the powerful range safety
antenna system, radiating 600 to 1000 watts of RF power. Thisleve of power will
preclude the successful intrusion of alower power level (unauthorized transmission)
into the FTS receiver detector.

- Once “locked-up” by the range safety RF system the X-34 FT S receiver automatic
gan control (AGC) and noise detection eectronics would reject any lower wattage
transmisson on the FTS carrier frequency. It was described as a“ sgnd-to-noisg’
struggle which the range safety would dways win.

- The X-34 FTS communication system will dso provide a continual downlink of
telemetry to the RSO, providing verification of FTS receiver RF saturation. Inthe



event of anomaous receiver operation prior to drop, the range would immediately
moveto a“Red” satus.

Scenario 2: The Sophidticated “ Bad-Guy” Threat

Threat Scenario

Thisthreat would involve RF atacks launched by a nation or organization capable of
radiating hundreds or thousands of watts of RF power from an undisclosed/undiscovered
location for presumed political purposes.

This scenario was discussed during the SVIA review conducted earlier thisyear at the

L ockheed-Martin Skunkworks facility near PAdmdale Cdifornia. Clear differences of
opinion existed between the NASA 1G communication security experts and the Edwards
Air Force Base range safety personnel concerning the existence of a credible security
threat to operations on the California/lUtah/Montana test range.

Risk Mitigation:

Secure FTS system including receiver/decoder and up-link encryption provides the most
obvious means of mitigating this threat scenario. In the case of the X- 33, the review team
and the X-33 program mutually acknowledged that additiona mitigation measures (i.e.,
secure FTS system deployment) would be appropriate if a credible threat was present.

Resolution of X-34 Risk Management |ssues Concerning FTS

The NASA OSMA review team recommends that the X-34 program management team should
work with the NASA Office of Security (Code J), and the NASA Inspector Genera (Code
W) to assess the need for a secure FTS system to support on-range, flight operationsin New
Mexico.

A separate risk management process (involving Code J, Code W, the KSC operations, and
the US Air Force, 45" Space Wing) should be employed to address east coast operations
involving a 2000 mile, off-shore, flight corridor, ranging from Wallops Idand, Virginia, to Cape
Canaverd , Florida. The east-coast scenario presents a different set of Sgnal-to-noiseratio
issues, with longer distances from range RF transmitters to the vehicle, and reduced ahilities to
control unauthorized RF emissons. While the Casua Hacker threat would be largely precluded
by off-coast, long range operations it could be argued that a sophiticated attack scenario
(assuming such athreat exists) using ship-based, high-power, RF transmitters woud have
grester opportunity to succeed.
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46  Design, Engineering and Management System Security

The X-34 program employs a design and engineering data base which is available to industry
and government partners by way of a password protected FTP-internet Ste. The information
contained in this data base is read-only. It isaso important to note that the internet accessble
CAD (computer aided design) environment isin a support role to a more traditiona printed
drawing system which is maintained under internd OSC configuration control.

Information security is an eement in the overal mission success equation. While the X-34
program does not have aforma information security plan in-place, it does employ, basic
computer management system security practices. It is acknowledged that an intensve technical
review of information security measures, while beyond the scope of this review and report, may
provide opportunities for enhancement. The X-34 program management team is encouraged to
consult further with the NASA Inspector Generd and Office of Security on this matter.
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5.0 Achieving Safety & Mission Assurance Insight
5.1  Oversight/Insight Methodology

The NASA MSFC SMA ingght role is unnecessarily complicated by inherent conflict in
assigning asngle individud to smultaneoudy assume three oversght/ingght roles:

- sub-contractor to OSC on the Main Propulsion System development;

- indght-consultant to the NASA X-34 program manager (over OSC), and

- oversght to the MSFC FASTRAC engine program (the engine being provided as
Government Furnished Equipment to OSC).

It is recommended that the MSFC SMA Director work with the X-34 program manager, the
FASTRAC Engine program manager, the Main Propulson System program manager, and
OSC to develop an approach for assuring smoother and more effective implementation of SMA
oversght/inaght responghbilities.

52 MSFC SMA Staffing

The MSFC/SMA office should consder amending their Annua Operating Agreement (AOCA)
to identify the required resources necessary to effectively carry out their oversight/insght roles
related to the X-vehicle programs.

53 FASTRAC SMA Support

It was also noted that NASA MSFC/SMA should work with the FASTRAC and X-34
program management to arrange for program funding of SMA tasks (FMEA, Hazards Andysis
and Critical Items List) currently being funded through NASA Headquarters research and
development funding sources.

54  X-34 SMA Ongoing Insight

The X-34 SMA ingght support should focusimmediate attention on the following processes
and issues

- Range Safety Working Group (participation in meetings and telcons)

- Optiond Hight Test Program planning

- L-1011/X-34 Captive Carry issues including FAA certification

- FTSissuesincluding design, rdiability, FMECA, and communications security
- Understanding X-34 program information system security issues



6.0 Summary and Conclusions

6.1  X-34 Safety and Mission Assurance Processes

The review team found evidence that rigorous safety and risk management processes were
being employed by OSC throughout the X-34 program.

6.2 NASA Safety and Mission Assurance Insight Process

Asdiscussed in Section 5.1, NASA/MSFC SMA, X-34 and FASTRAC program managers
should move quickly to address organizationd issues which will dlow NASA to more effectively
acquire process leve ingght/oversght into the X-34 program el ements.

Expectations for ongoing ingght include the following:

- Assure that SMA gods and respongbilities known and well understood by al members of
the program team.

- Asaure life-cycle implementation of demonstrated, stable, capable and controlled SMA
ProCesses.

- Asaure that effective communication takes place among al members of the program team.

- Verify OSC Hight Assurance presence in dl X-34 risk management forums

- Facilitate increased cooperation in FASTRAC engine integration activities.

- Maintain vigilance in monitoring numerous SMA related task agreements

- Maintain vigilance in monitoring suppliers

- Asaure that proper SMA gaffing levels and skill mix exist

- Implement measures to assure that heritage software and hardware are subjected to
rigorous testing which reflects expected operating environment

Further, the review team recommends that the NASA MSFC SMA insight support personndl:

- Paticipate in Range Safety Working Group activities

- Monitor planning associated with trangtion from the basdline flight test program to
optiond flight test program

- Participate in FTS redundancy deliberations and discussions

- Acquire increased understanding of L-1011/X-34 system safety issues.



6.3  ObservationgRecommendations
Specific recommendations offered by the review team members:

- OSC should include the Hight Assurance manager in the monthly NASA briefings where
cost, schedule, programmatic and safety risk trades may be discussed.

- OSC should document the probability and impact of risksin the Watch List and elevate
safety issue vighility.

- OSC should consider introducing amore rigorous and better defined protocol for risk
ranking

- OSC should introduce a “ safety” check-block in the Programmatic Impactsfield of the
Issues/Decison Log.

- The X-34 program management team should work with the NASA Office of Security
(Code J), and the NASA  Inspector Genera (Code W) to assess the need for a secure
FTS system to support or+range flight operationsin New Mexico. Additiona discussons
should be conducted to evauate the need for secure FTS in the optiond flight test

program.

- The NASA X-34 Program Office and OSC should ensure that dl RARs are (or have
been) gppropriately dispositioned specificdly with regard to confirming closure with the
originator of the RAR. There have been some indications that this close-out process has
not been completely successful.

- OSC should assess potential risks associated with emergency release of the X-34 while
the L10-11 ismaneuvering and LOX boail off has created a 94% LOX load dlowing
dosh. Andyses should verify that forces associated with doshing will not influence
Separation safety margins,



6.4  X-34 Program Commitment Agreement (PCA)

The complexity of the operationa scenario and the extent to which safety responsbilities are
delegated through Task Agreements led some observers a the May 22, 1998 onSte review to
question whether or not the chain of respongbility for operationd safety was clearly understood.
In order to re-emphasize the chain of accountability for safety and the respongibility and to
underscore the need for ingght into X-34 processes and issues, the review team recommends
that the next revision of the X-34 PCA be modified to include a new paragraph as follows:

Safety and Mission Assurance I nsight

The NASA Associate Administrator for Safety and
Mission Assurance is responsible for maintaining insight
into issues affecting flight safety, public safety, and
mission success. The X-34 Program Manager and
Enterprise Associate Administrator remain ultimately
responsible for assuring safety and managing program
risk.

6.5 Conclusion

Implementation of the recommendations outlined above will enhance the likelihood of misson
success and provide assurance that risks to public safety have been appropriately addressed.
Theincrease in SMA ingght will aso provide the depth of understanding and leve of confidence
necessary for NASA to support X-34 launch and flight operations.



Appendix A

SAFETY AND MISSION ASSURANCE REVIEW
SIGN IN SHEET / MAY 22, 1998

Name & Title Organization & Mailing Phone Number Facsmile Number E-Mail Address
Address
Bob Lindberg Orbital 703-406-5441 703-421-2057 lindberg.bob@orbital.com
X-34 Program Manager
Curt Shoffner Orbita 703-406-5733 703-421-2057 shoffner.curt@orbital.com
X-34 Deputy Program
Manager
Bob Mercure NASA HQ 202-358-4599 202-358-3557 rmercure@nasa.hg.gov
X-34 Oversight Code RT
John Tindey NASA/KSC 407-867-4553 407-867-4812 John.Tindey- 1@msc.nasa.gov
KSC X-34 Program/Project | MM-B
Mor
Antonio Elias Orbita APG 703-406-5514 703-406-3509 ae@orbital.com
Orbitd APG G.M.
Fred Gregory NASA HQ 202-358-2406 202-358-2699 fgregory@hqg.nasa.gov
AA OSMA CodeQ
Washington, D.C. 20546
John London RA30 256-544-0914 256-544-4301 John.London@msfc.nasa.gov
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X-34 Prg. Mgr.

Marshdl Space Flight Center

Steve Newman NASA/HQ/Q 202-358-1408 202-358-2778 snewman@hg.nasa.gov
NASA/HQ/QE
Claude Smith NASA/HQ/QS 202-358-1675 202-358-3104 csmithl@hq.nasa.gov
NASA/HQ/QS
James Lloyd, Director HQ NASA 202-358-0557 202-358-3104 jlloyd@hg.nasa.gov
Safety and Risk Management | Code QS
OSMA
participants page 2
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Appendix B
Major X-34 Program Milestones

1996 1997 1998 1999 2000 2001
ID_ |X-34 Activity 2| 34| 1][@2]o3|0a[Q1]o2[ 3| Qa[Q1]02[ Q3] 4| Q1] Q2[ @3] Qa[ Q1] Q2| Q3[ 4] Q1
1 |Program Award ¢ 8128
2 ISRR @ 926
3 |OML Freeze ‘ 1217
4 |SDF & 521
5 |A-1 Structural Assembly 4128 5/22
6 |A-1 Static Load Tests 525 [ 814
7 |A-1 Mass Sim Installation 525 [ 10/16
8 |GVT 14 [ 1222
9 |CCT us ] 2m1
10 |A-2 Structural Assembly 525 |E o6
11 |A-2 Static Load Tests o7 [ 10128
12 |A-2 Subsystem Integration 10720 1/28
13 |A-2 Flight Preparation 215 [] 310
14 11st Flight, Unpowered ¢ I
15 |Static Fire 6/16 | 6/24
16 12nd Flight, Powered & 86
17 |A-3 Build-up 12/1 10/15
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Appendix C

Aerospace Safety Advisory Panel
Comments and Assessment
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Memorandum
To:  ASAP Members and Consultants Date: June 2, 1998
From: ASAP X-34 Group - Richard Blomberg, Yvonne Brill, Norris Krone

Subject:X-34 Safety Review - 22 May 1998 at Orbita Sciences Corporation, Dulles Virginia

Generd

Aswith the previous X-33 review, the Aerospace Safety Advisory Pand was invited to attend
a Code Q safety review of the X-34 that was held at the Orbital Sciences Corporation (OSC) fecility
on May 22, 1998. In attendance in addition to the contractor were the ASAP members (as shown
above), ASAP executive director, representatives of Marshal (MSFC), Kennedy (KSC), the White
Sands Missle Range (WSMR), the FAA and NASA Headquarters personnel.

The meeting began with an introduction by Fred Gregory outlining the Code Q need to have a
complete understanding of the program so that a recommendation could be made to the Administrator
about possible indemnification for the contractor. The agenda followed the thorough outline prepared
by the Code Q review coordinatorsin cooperation with OSC.

NASA fundsthe X-34 program, and NASA isaso a*“ subcontractor” to provide the
FASTRAC engine as GFE. The X-34 will be air launched from the OSC Lockheed L-1011 aircraft.
Thisisthe same aircraft they use for Pegasus launches. Thefirgt drop will be unpowered, but
subsequent flights will fire the X-34' s rocket engine.

Overdl, the briefing provided a thorough look at the top level development and test activities for
the X-34. The depth of the presentations on key safety issues, however, was sometimes lacking. In
addition, some key issues were not addressed at al. While none of the issues gppeared to be “show
stoppers,” there were severa that warrant additiona probing by Code Q and/or the Pandl. Overdl, in
soite of thetitle “X-34 Safety and Mission Assurance Review” the presentations did not really address
much about safety of flight. Thisis somewhat worrisome for a program with a schedule that indicates it
is gpproximately nine months prior to first unpowered flight and a year before powered flight. The
mission assurance discussions appeared to be focused on programmatic risk congderations rather than
safety risks.

The charts presented for various programmatic control topics, such as the “watch” list and risk
ranking methods, configuration management and flight assurance requirements, tie the parameters
together nicely and creste the impression that the Orbital Sciences engineering staff has things under
control. Commendable in their configuration control discussion was mention that five unincorporated
engineering change notices (ECNs) accumulated againgt a specification triggers a pecification revision.
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One programmetic areawas a bit striking. The Issues/Decison Log OSC uses as part of its
program control has no acknowledgment of safety risks as having programmatic impact. There Smply
is no category for “safety” on the form. When this was mentioned at the meeting, OSC acknowledged
it as ashortcoming and said they would add a category. It would be good for Code Q to follow up on
this as part of future contacts.

Also, OSC gppears to use a reasonable system of subjective risk ranking as part of their risk
management system. Thisis perfectly reasonable. However, there was no discussion of how the
subjective system was structured and what efforts are made to ensure that the subjective judgments are
reliable. This might be investigated further by Code Q as part of their assessment of the soundness of
the risk management approach.

Potential Safety |ssues

Both the large number of subcontractors on this program (30) and the fact that no detailed
integration and test plans for the X-34 hardware prior to flight were outlined by the presenters are
unsettling from the safety standpoint. NASA should ask for detailed integration and test plans for both
the unpowered and powered flight vehicles. OSC dtated they were acting mainly asthe systems
integrator on X-34. To ensure safety of flight, contractor/subcontractor responsibilities need to be
clearly spelled out, which they were not. Need for clarification existsin the areas of: OSC's
responsihilities for hardware quality assurance, which components are subjected to quality and
acceptance inspections at the vendor’ s plants, and what controls are placed on GFE (particularly the
MSFC 60,000 Ibf FASTRAC rocket engine). Not al of the 60 OSC employees said to be in the OSC
X-34 program office are engineers but for the number that are (not Sated), they have quite a chdlenge
keeping track of 30 subcontractors.

The ASAP participants identified severa possible safety-related issues related to carrying the
X-34 to dtitude with the L-1011. Overdl, little was presented on thistopic. The assumption seemed
to be made that another group at OSC and/or the FAA would be responsible for L-1011 safety. Since
the X-34 is an unmanned vehicle, the greatest risk to humans on the program will likely come from the
carry flightsand rleases. Some specific issues are:

Thereisafinite posshility that the X-34 could strike the L-1011 after an inadvertent or
planned release in ether the initial unpowered drop or subsequent powered flight tests. The
reviews did not contain information relaing to the andyses and wind tunne testing that had
been done to assure a clean release under al potentid flight conditions.

There wasllittle discussion on the dry weight of the X-34 vehicle, but charts shown indicated
that most of a 20% dry weight margin available at program start had been used to date.
With the large number of subcontractorsinvolved there are bound to be surprises when the
components arrive to be integrated. It would not be unredlistic to suspect that the vehicle
will exceed its design weight. If OSC has designed to the maximum lift-off capacity of the
L-1011, the only way to get off the ground with the X-34 isto off-load X-34 propdlant
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because there is no payload of any consequence to reduce. There was no indication that
OSC had consdered whether propellant doshing in partidly filled X-34 tanks would have
detrimentd effects on the L-1011 flight characteristics prior to release of the X-34. This
could be apotentia safety problem.

It would seem prudent for Code Q to assess the risks involved with carrying and launching the
X-34from the L-1011 more completely before thefirgt flight. This may require further meetings with
other groups a OSC aswell asthe FAA. From a programmeatic standpoint, it must also be recognized
that the L-1011 isa sngle point fallure source. Nothing was said about how the program would
recover from alass or grounding of the single L-1011 that OSC owns.

Another area of possble safety concern isthe X-34 flight software. They are usng as much
“heritage’” software (Pegasus, Shuttle, etc.) as possible and performing extensve unit and integrated
codetesting. The briefing indicated, however, that this is focused on verifying thet the code faithfully
replicates the functions of the heritage gpplication. There was no mention of the extent to which they are
validating that the approach taken by the heritage gpplication is, in fact, appropriate for the X-34. It
must be remembered that it was the falure to vdidate alegacy software gpplication from Ariane 4 that
caused the loss of thefirst Ariane 5.

One of the bigger safety risksin the X-34 vehicle could be the rocket propulsion system.
Nothing was said about the feed system athough we did see tanks in place in the vehicle on the shop
floor. 1sOSC responsible for the entire feed system such as the tanks, gas generator, turbopumps, the
engine controller, engine valves and other necessary components? Not much was said about the
vehicle/engine interface except that M SFC would supply the FASTRAC engine GFE to OSC. With
the bolt-on interface implied, how is propulson sysem deanliness maintained? Contamination of the
LOX system could be an explosion hazard. What other components will MSFC supply? The engine
congsts of a least the injector, combustion chamber and nozzle. Anignition system is required because
the propellants are not hypergolic. Who is responsible for it? MSFC/Thiokol appear to have done
good work on the innovative chamber and nozzle design and fabrication. However, the injector status
was not covered thoroughly nor was the extent of the integrated engine (injector, chamber and nozzle)
hot fire tests that have been accomplished or arein work. There could be problems with the injector
design, and MSFC may be along way from having areliable integrated engine design. The thought of
engine “fabrication and assembly to print by smdl and non-traditiond vendors’ is alittle discomforting.
Who certifies these non-traditional vendors?

The flight termination system uses the control surfacesto render the vehicle unflyable. Aswith
the X-33, there was no mention of risksinvolved in terminating a flight with sgnificant amounts of
unspent fuel on board. This could be particularly risky for an air launched vehicle that is a a sgnificant
dtitude when dl of itsfud is dill avaladle.

One of the objectives of the X-34 program isto obtain experience and information concerning
rapid turnaround of RLV type vehicles. Rapid turnarounds involve trade- offs for greamlining the
various functions that need to be accomplished between flights. There isthe possbility that higher risk
will be assumed in order to speed the turnaround. This aspect of the X-34 safety review was not
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discussed. It would have been good to see a checklist of operations steps for the initid unpowered and
powered flights aswell asfor the rgpid turnarounds. One chart made mention of “integrated health
monitoring as a key eement in driving the costs down and accomplishing atwo week vehide
turnaround.” Admittedly, the turnaround job is smplified because thereislittle weight margin or
volumetric cagpacity in the vehicle for payload, but there are till important steps and safety
congderations in determining whether the vehicle is sound for return to flight even as a demondration
vehicle. It aso gppeared as though NDE was diminated as too complicated atool for between-flight
verification of the structure, but there was no indication of what would be used in its place. Rocket
engine inspection prior to reflight was never even mentioned. Among the safety issues with the engine
are propellant loading procedures, engine health parameters to be measured and ingpections prior to
reflight.

In summary, athough the briefings were extengve, they left numerous potentia safety-related
issues unanswered. This may have been more a result of the focus OSC sdlected for the presentations
rather than any underlying shortcomings. A more extengve examinaion by Code Q on the topics
described above as well as those that may have been identified by other participantsis needed to
complete a thorough safety assessment of the program.

Implications for Future ASAP Activities

Aswith the X-33, since the X-34 vehicle is unmanned, there is no need for alarge ASAP
involvement in the program. However, the Pand should continue to interact with the Code Q team to
determine ther progressin addressing the issuesraised in thismemo. The Pand should dso continue to
monitor the program activities periodicaly to maintain an understanding of any safety-related decisons.
In particular, we should be sure that the L-1011 flight procedures and safety systems are gppropriate.
We should dso examine the range safety plans after WSMR completes their work. WSMR, under
subcontract to OSC, has the respongbility for flight safety and flight termination system requirements.
Based on the presentations given, their input so far appearsto be largely generic but should get more
specific astheflight date is gpproached. In spite of the absence of detall, thereis some consolation in
the WSMR statement that they have had a perfect safety record for 50 years and that the entire flight
path of the X-34 iswithin WSMR confines.

cC Fred Gregory



